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# whoami

» Michael Vieau
» Penetration tester
» Hardware hacking geek
» Maintainer of the MiniPwner penetration testing dropbox

» Kevin Bong
» QSA, IT auditor and pentester
» Hardware hacking hobbyist
» Creator of the MiniPwner penetration testing dropbox



What iIs this talk?

» Act |. It's late; you're all alone as you survey the
physical layout of your target. You find an open
net work |Jack behi nd a cl
had a dropbox! o you thi'

» What do you need?
» Where do you find what you need?
» What do you do with it when you find it?
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Dropbox T What is it good for?

» Covert penetration testing

» Spying and recording traffic

» Passive network analysis

» Jump point into the network

» Wireless war walking

» Should be cheap enough to leave behind (<$40)
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Hardware i Selection

» Think outside the box to find your box

» Local or regional stores
»Wal mart, Target, Fryos EIl ectron

» Craigslist

» Goodwill

» Rummage sales
» Flea market



Hardware T Routers we worked with

= Cisco Linksys WRT54G-v3 WRT54GL Wireless Router with Switch - $30 (West Allis)

condition: excellent
make / manufacturer: Cise

model name / number: WR

« safety tips

« prohibited items
* product recalls
« avoiding scams

Email, call or text: | show contact info

m- il

58 sparind

3oouws
Multi-Function
Wireless N Router




Hardware i POWER!!!

» No t al | routers run on I

» Most routers call for 9-12 volts and 1-2A, but we
found you can get away with less




Hardware T Power consumption

Coad (e | wats (e

TL-WR842ND (9v) 100 mA 160 mA 1.44
TL-MR3040 (Internal battery) N/A N/A N/A
WRT54GL (9v) 230 mA 250 mA 2.25
TL-MR3020 (5v) 170 mA 230 mA 1.15
TL-MR13U (Internal battery) N/A N/A N/A
TL-MR10U (Internal battery) N/A N/A N/A

NEXX WT3020 (5v) 130 mA 130 mA 0.65



Hardware i Power stats

1 x 6v 11hr + $3.00 Large size
2 X 9v 3hr 45min $6.00 Parallel Easy to use
4 x AA $5.00 Series Hard to keep together

» Testing performed on a TP-Link TL-WR842ND

» Metrics captured while

» Nmap scan
» Ping sweep
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Practicality i Specifications

N N N =

TL-WR842ND 400 MHz

TL-MR3040 400 MHz 4MB Yes Yes
WRT54GL 125 MHz 4 MB No No
TL-MR3020 400 MHz 4 MB No Yes
TL-MR13U 400 MHz 4 MB Yes Yes
TL-MR10U 400 MHz 4 MB Yes Yes
NEXX WT3020 580 MHz 8 MB No Yes
Alfa AP121U 400 MHz 8 MB No Yes
WRT160N v3 260 MHz 4 MB No No
Buffalo WZR-HP-AG300H 680 MHz 8 MB No No

TL-WR841N 400 MHz 4 MB No No



Practicality i Signal strength

»

»

Measured at ~46 yards to
building, 3rd floor and ~10
yards inside

Alfa w/ 5dBi antenna

TL-WR842ND
TL-MR3040
TL-MR3020
TL-MR13U
TL-MR10U
WRT160N v3

-76
-84



Practicality T Size
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Buildi The basi cs (what

» The router
» Batteries

» Black tape
» Wire cutters (scissors or utility knife will work)



Build i TP-Link MR3040

» Install OpenWrt Barrier Breaker through the web
Interface

» |nstall required packages
» Donel



Build i TP-Link TL-WR842ND

»

»

»

»

Install OpenWrt Barrier Breaker through the web
Interface
Backup

» [etc/config/network
» [etc/config/wireless

Install MiniPwner overlay

Replace

» [etc/config/network
» [etc/config/wireless




Build i Linksys WRT54G

» Found a WRT54G on Craigslist for $30 USD
» Talked him down to $25 USD

» Picked it up less than an hour later

» Flashed with Backfire
» Old, but still works!

it Cisco Linksys WRT54G-v3 WRT54GL Wireless Router with Switch - $30 (West Allis)

condition: excellent

mmmmmmmmmmmmmmmm




Build T Not everything works

» Netgear N300 T WNR2000 v4
» Bricked while flashing



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCKPa1qKe-ccCFUoWkgod31gB1w&url=http://ikoupon.com/Funny-Pics/IT-and-C-World/Webmaster-RIP-stone-1119.html&psig=AFQjCNEj69jsN2Ju_-FW6V00DaPL6w4Ndw&ust=1442413257234690

Build i Last ditch effort

» Openwrt firmware flashing through the GUI fails

networks

On Networks N150R clearance

WRT160Nv3 from Goodwill for $3.99 at MicroCenter for $9.99



Build i Firmware flashing falls

» Most devices have internal serial ports

» These can be used to interrupt the boot process
and flash firmware over TFTP or Netcat

» Ports are TTL serial, not RS232

» Great, so now | need to find a TTL serial
adapter!!!

FTDI FT232RL USB to TTL Serial Converter
Adapter Module 5V and 3.3V For Arduino

$238 From Hong Kong
- Buy It Now
- ,“ Free shipping




BuildT Youpr obabl y have
Arduino

» You may already have an Arduino, or maybe you
can find one locally

» Many Arduino boards have a TTL adapter built in

» You just need to short the reset pin to the ground
pin T this disables the CPU chip and lets you
use the board as a USB to TTL adapter

» Connect the router RX/TX
to the TX/RX on the Arduino

O N



Build i Walt, what RX/TX?

» Consult the Internet to find out if your router has a serial
Interface and where the pins or pads are.

» You may need to solder on pins or wires

The WRT160N had pads | could

This N150 had serial pins already solder wires to



